April 24, 2002

Mr. Alan Siu

Deputy Secretary

Information Technology and Broadcasting

Dear Mr. Siu,

Comment on the Review of Electronic Transaction Ordinance

The Electronic Transaction Ordinance went into effect a little more than two years ago to facilitate the conduct of electronic commerce and use of electronic records in a formal business setting. The HKISPA is happy to see such ordinance in place to protect the online business environment that becomes more and more common. We would like to take this opportunity to point out some areas of improvement to the ordinance so it would better serve the business community.

The consultation document makes a lot of valuable recommendations to the revision of the current ETO. The association is in support of most of these recommendation except for the few areas that we see minor fine-tuning might be necessary.

Section 19 – Sending and receiving of electronic records
This section of the ordinance talks about the condition to determine when a electronic file is sent and received. It addresses many conditions around the definition of a designated information system. With the broad description of various scenarios, the definition of a “designated information system” must be clearly defined. For example, Many companies, including service providers, will have their email server to perform web server and FTP server function as well. The functions are in perfect order technically. This is actually a common practice for many small companies can’t afford to have a dedicated server for different IT functions. To elaborate the scenario a little more, would the integrity of the messages or electronic records stored in that server be questionable under the ordinance, if it provides more than one IT functions? Many SMEs in HK don’t even have their own internet systems such as email server, web server, and FTP server. They usually share the servers provided by their ISPs or hosting companies to perform such functions. These severs provided by the service providers are shared with many of their customers. This is crucial to set the background of the business environment. 

The location of the originator may also pose a problem with the mobility of people nowadays. With the advancement of mobile computing and mobile telephone technologies, people are constantly on the move, and work as they go. Business contracts and messages are being sent and received on a taxi, in an airplane, etc. Hence the subject of the transaction should be the originator of the message or file sending process, rather than the location of the individual. 

The condition under section 19(2) requires the “knowledge” of the recipient to officially receive the message. However, the word “knowledge” is not defined. It could be knowledge of the originator sending of the message only, or the complete knowledge of the content of the message. If it is only the sending of the message that is required, the recipient can easily play dumb and don’t acknowledge the recipe of the message. This is very difficult to proof. By using server side time-stamping of electronic message, the non-repudiation of receipt of message could be facilitated. 

Voluntary recognized Certification Authority
Under the current CA recognition scheme of ETO, the recognition of a CA is only voluntary and approved by the Director of Information Technology Services. We support the initiative taken by the government and it is the local CA’s responsibility to get herself recognized. However, the protection of the ordinance only covers “recognized” CAs. This limits the protection to international electronic transactions with CAs from other countries. Internationally well known CAs such as Verisign has millions of users and merchants, and yet they are not recognized by ETO. There is no international treaty to facilitate such framework of cross recognizing digital certificates issued by these international CAs. We believe this is one of the major reason why the usage of digital certification and e-commerce adoption are so pathetically low. Therefore, we recommend the revision of the ETO should include such consideration in order to protect the borderless electronic business transactions. 
The use of PIN to satisfy the signature requirement

The security level of PIN alone is not very strong, and in many occasions the level of security rely on how the users manage their PINs. We support ITBB to accept the use of PIN as one of the ways to authenticate an individual, but we do not recommend the use of PIN alone for signature purpose. It may be acceptable under two conditions:

· The use of PIN on a very low risk activity, such as time stamp of physical entry of a person, or proof of access to a file or system.

· The use of PIN with the additional strong authentication measures such as one-time token.

However, the incorporation of other strong authentication methods, the government should consider the convenience and acceptance of the technology being recommended. 

Removing the exclusion of production of documents for examination and inspection to the Commissioner of Labour under the Employment Ordinance

Although we support that such exclusion should be removed, but the support mechanism to the Labour Department should be considered. During a labour investigation or inspection, the company must furnish the required documents to LD. However, the level of assistance in terms of providing electronic records is not defined in the ordinance. When the electronic record is being used as evidence to a labour violation, the seizure of such evident require delicate procedure and special skills. We are concerned that if the inspectors from Labour Department posses such skills and experience. When removing such exclusion from ETO, subsequent legislation should be considered to facilitate the traditional form of inspection and seizure of electronic records. 

Conclusion

We are in overall support of the revision of the ordinance. We think that ETO is a significant step forward to facilitate Hong Kong to succeed in the arena of electronic commerce. If we can be of further assistance, please feel free to contact our association.

Thanks and regards,

Chester Soong

Chairman

