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Invitation to Tender for

The Provision of Hong Kong Common Blacklist Operations Support Services

For two years
We are pleased to invite your company to submit a tender in respect of the captioned project. A copy of the Invitation to Tender is attached.
If your company is interested in providing the services described in the Invitation to Tender, please send your tender document to the Executive Council of HKISPA at the address as shown in the Invitation to Tender by 2:00pm, 31st May 2007. Late proposals will not be considered.

For and on behalf of the

Hong Kong Internet Service Provider Association
Lento Yip
Vice-Chairman
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1 INTRODUCTION
1.1 Background
Spam, or Unsolicited Commercial Messages, is a growing problem that costs e-mail users time and productivity. In response to this growing problem the Hong Kong Internet Service Provider Association (HKISPA) had explored if an anti-spam mechanism could be established to be used and shared by all licensed ISPs in Hong Kong, such that,
1.1.1 Anti-spamming information can be shared among ISPs, creating a synergy effect.

1.1.2 ISPs can make use of this common mechanism to fight spam at lower cost than they could have been individually.

1.1.3 End-users, including consumers and commercial users, can enjoy the benefit of this system, directly or indirectly, through ISPs at lower cost than they could have been if they purchased such services individually.

1.1.4 Technology vendor can benefit by this mass purchase by the HKISPA on behalf of all ISPs.

After initial Request for Information exercise held in 2006, the view of the HKISPA is that this project could create economic gain to all the above parties. The HKISPA therefore now invites tender proposals for implementation of this project. Proposals will be evaluated on technological, financial, and economical factors.
1.2 Invitation to Tender and Interpretation

The HKISPA invites tenders proposals for providing the necessary management services in the areas outlined in Section 2 of this Invitation to Tender.
In this document, the following terms shall have the following meanings:
“Contract” means a formal agreement to be entered into between the HKISPA and the successful tenderer in relation to the project containing such terms and conditions as the parties shall agree including (but not limited to) those terms set out in Section 4 hereof (unless the same shall have been modified by the HKISPA);
“Project” means the project described in Section 2 hereof;
“Tenderer” means the bidder who submitted Contractor, the entity tendering for the project and includes sub-contractors, executors, administrators and permitted assignees of such entity or corporation.
1.3 Project Overview

The objective of the project is to appoint a Contractor (“Tenderer”) to provide “Hong Kong Common Blacklist Service” to licensed ISPs in Hong Kong and enterprises for anti-spam protection of Hong Kong email infrastructure.
2 REQUIREMENT SPECIFICATION
2.1 Blacklist Standards
The Tenderer’s service should adopt the International Standard of domain name system blacklist list (dnsbl) defined by Internet Engineering Task Force (IETF).
The blacklist should deliver in per IP address basis.

Each blacklisted IP address should be supported by evidence recorded with supporting reason(s).
The blacklist service should also allow the operator to blacklist a specific IP address or ranges of IP addresses by administrative reasons. 

The blacklist service should have a clear and published check-in and check-out policy for inclusion or exclusion of IP addresses.
The blacklist service should possess the capability to readily produce a human readable report of reasons why an IP address or a range of IP addresses is blacklisted.

The blacklist service should have the capacity to cater for enterprise clients, such that mechanisms are available for individual client to add, remove, and administer their individual black list and white list to override the main common blacklist.

2.2 Spam Analysis
The blacklist service should include quality spam analysis mechanisms to classify individual e-mail as spam or otherwise, and should readily generate a human readable report on the reasons why a piece of e-mail was classified as spam, or otherwise, when requested.
The spam analysis should recognize 80% or above of spams fed to the system, and recognize less than 1% of non-spam mails fed to the system as spams.
The spam analysis should be able to handle multi-byte characters, and in particular Asian Characters.
2.3 Spam Feeding
The Tenderer’s service should collaborate with ISPs in Hong Kong for the sampling of spams.  The Tenderer’s service should also incorporate other sources of spam sampling, including but not limited to honey pots.
2.4 Service Level

The common blacklist service should perform a minimum uptime of 99.95% per year in aggregate, and for each instance of service outage it should not last for more than 30 minutes.
2.5 Workload Volume Estimations

On average, the Common Blacklist Service should handle the system loading for ISPs in Hong Kong and 1000 enterprise email server during the first year, including hotline support, planned and ad-hoc tasks. The number of enterprises using the service is expected to grow by 5 to 10% per annum. 
2.6 Support
The Tenderer should maintain a team (“Support Team”) to provide technical support to ISPs and enterprise customers, and at the following minimum staffing level:

a) Two hotline (“Helpdesk”) answering staff, providing capable technical support and problem resolutions to customers.
b) One Support leader, providing technical support and higher level of interaction with ISP customers and enterprise customers.
2.7 Required Services Scope

The scope of the services provision shall cover the following two areas of services namely Common blacklist service for ISPs in Hong Kong and common blacklist service for subscribed enterprises in Hong Kong.
2.7.1 Service and Operation Hours

The “Helpdesk” and “Support leader” should operate in the service hours of 09:00 to 18:00 Monday to Friday, excluding public holidays. In order to provide urgent support during non-office hours including Saturdays, Sundays and public holidays, the “Helpdesk” and “Support leader” needs to carry mobile phone for urgent calls by designated contacts of ISPs and enterprise customers.
2.7.2 Helpdesk Services

The Helpdesk services shall include, but not limited to, the following:

a) Provide a single point of contact for all technical problems and enquiries;
b) Provide initial problem determination, assistance and tracking;
c) Monitor progress;
d) Maintain, achieve and improve the published service levels;
e) Problem trends monitoring and resolution;
f) Perform hardware/software maintenance when necessary;
g) Liaise, escalate and follow-up with service, maintenance and support providers;
h) Provide 24 * 7 pager standby for emergency situations;
i) Any other tasks reasonably deemed fit by HKISPA where such tasks are relevant to the Common Blacklist Service.

2.7.3 Support leader
The “Support leader” is required to provide daily operation support to the common blacklist service. The services include: -

a) Day-to-day data centre operations;
b) Systems and network performance monitoring;
c) Preventive maintenance on the data centre physical environment and computing systems;
d) System administration, proactive and reactive problem troubleshooting and remediation;
e) Change and configuration management;
f) Disaster recovery;
g) Inventory maintenance and control;
h) Management reporting;
i) Provide 24 * 7 pager standby for emergency situations;
j) Any other tasks reasonably deemed fit by HKISPA where such tasks are relevant to the Common Blacklist Service.
2.7.4 Helpdesk Services during adverse weather conditions
Whenever typhoon signal 8 (or above) or black rain storm warning (the “Warning Sign”) is hoisted in the morning between 00:00 and 14:00, Support Team staff are not required to return to the office. However, if the Warning Sign is lowered before 14:00 on the same day then the services shall be resumed within 2 hours after the lowering of the Warning Sign.
During the outage period, the hotline service will switch to pager/voice mail mode. The respond time should be within 2 hours.

2.8 Duration of Contract
The contract period is intended to be two (2) years. The initial one-year contract will be renewable subject to review at end of the first year, and reviewable to two years upon satisfactory service. The review may include manpower re-allocation, scope of work and the cost of the yearly contract. In the event that the review has cost implications, any change to the cost should be based on the Composite Consumer Price Indices (CPI) issued by the Census and Statistics Department of the HKSAR Government on the month of January of the contract renewal year.
2.9 Reporting Line

All Support Team members are to report directly to the Tenderer. The Tenderer should provide half yearly formal report and monthly operational report to HKISPA. HKISPA can request for report for extraordinary events, and in such circumstances report must be submitted within 3 working days.
2.10 Contract Management

The Tenderer’s management team of this service contract is subject to regular review meetings and responsible for the service quality of the Common Blacklist Service. The Tenderer should do the best to maintain the Common Blacklist Service at a reasonable level, and adhering to the Performance Keys as specified later in this document, to avoid interruptions to the services provided to HKISPA.
2.11 Profile of Tenderer
In order to ensure that the Tenderer is capable of providing such service, the Tenderer must have prior experience in providing blacklist services of a similar size in the last 3 years.
2.12 Penalty
The Common Blacklist Service is measure by the following performance keys and their weights:
	Performance keys
	Pass rate
	Period
	Weights

	Service availability
	99.95%
	Per year
	20%

	Spam recognition rate
	80% average
	Per month
	20%

	False positive rate
	1% average
	Per month
	20%

	Helpdesk service
	
	Per month
	20%

	Management report
	
	Per month
	20%


If the total score drop below 80% for 3 consecutive months, HKISPA shall deduct 20% of the month payment until the total score restored back to 80% or above.
3 GUIDELINES FOR TENDERERS

These guidelines are intended to provide tenderers with guidance on the procedure for submitting their proposals and the approach that the HKISPA will generally adopt in assessing such proposals. They do not bind, and are not intended to bind, the HKISPA in any way. The HKISPA reserves the right to accept or reject all or any part of a proposal.

In view of the scale and complexity of the requirements, a proposal that does not fulfill all mandatory requirements might also be considered if the proposed solution is competitive and highly compatible with common technologies.

3.1 Preparation And Submission Of Proposals

3.1.1 What must proposals cover?

The charges for each feature per the requirements specified above must be separately quoted; Or if the Tenderer proposes different features of their service which completely serves the intended requirements specified above, the Tenderer might quote the charges of each of their proposed features.
The proposal must specify in more detail than the requirement specifications above. This is not a common approach as for Tender invitations, but considering that a Common Blacklist Service is not commonly available in the market, the HKISPA does not intend to precisely define the technical specifications. The HKISPA intends to recruit service that meets the above requirements by means deemed most effective by respective Tenderer.

Tenderer may, although discouraged, propose alternatives to the requirements specified above, if they consider that such requirements are either not feasible or do not provide the HKISPA with the best solution in the circumstances.

3.1.2 What form must proposals take?

All proposals must be in writing and in electronic form.
One hardcopy of each proposal must be provided, together with a softcopy on CD-ROM. The softcopy should be in Microsoft Word® format (version 6 or above) or Adobe Acrobat® format (version 4 or above). The HKISPA will not consider any proposal that is submitted in writing without an accompanying softcopy.
A softcopy of the proposal should also be delivered by e-mail to exco@hkispa.org.hk.

3.1.3 To whom must proposals be submitted?
Written proposals, together with the CD-ROM, should be marked with the reference “The Provision of Common Blacklist Services from 1 August 2007 to 31 July 2009” and must be submitted in a sealed envelope and delivered by registered post before 2:00pm, 31st May 2007 to the following address:

Hong Kong Internet Service Provider Association
Unit A, 13/F, Golden Sun Center,

59 Bonham Strand West,

Sheung Wan,

Hong Kong.
Attn. Lento Yip

A softcopy of the proposal should also be delivered by e-mail to the following e-mail address:

exco@hkispa.org.hk
3.1.4 What is the deadline for the submission of proposals?

Proposals must be received by the HKISPA at the above-mentioned addresses on or before 2:00pm, 31st May 2007.
The HKISPA will not consider any late proposals.

3.1.5 How must proposals be set out?

Each proposal must be separated into the following parts:

(a) a Technical Part describing the proposals;

(b) a Price Schedule; and
(c) a Letter :

(i) offering to carry out the works described in the Technical Part for the prices detailed in the Price Schedule in compliance with the payment and other terms set out in Section 4 of this Invitation to Tender;

(ii) stating the period that the offer is to remain open;
(iii) undertaking to negotiate in good faith to finalize promptly the Contract and to commence work immediately thereafter;
(iv) containing an acknowledgement and agreement that the HKISPA :
a. is not bound to accept the lowest tender or any tender;

b. reserves the right to make changes to the specification; and
c. will not defray any expenses incurred in tendering and/or in negotiating the Contract, whether successful or otherwise
(v) signed by the tenderer or a duly authorized officer of the tenderer.
For the proposal hardcopy as well as its softcopy, the Technical Part, the Price Schedule and the letter must be submitted as separate documents and be placed in separate envelopes (or sent by separate e-mails). The envelope or e-mail containing the Technical Part must be clearly marked “Technical Proposal”. The envelope or e-mail containing the Price Schedule must be clearly marked “Price Schedule” The envelope or e-mail containing the Letter must be clearly marked “Offer Letter”. Price information must not be specified in the Technical Part. Details in relation to what should be specified in each part are set out in Annexes A (Technical Part) and B (Price Schedule) to this document.

3.1.5 How long should tenderers’ offers remain open?

By making a proposal in response to this Invitation to Tender, a tenderer will be treated as having made an offer to the HKISPA. A tenderer should clearly state in its proposal how long this offer will remain open. In order to allow the HKISPA sufficient time to consider all proposals validly submitted, tenderers should keep their offers open for at least 90 days from the closing date of this Invitation to Tender. 
3.2 Queries Regarding This Invitation to Tender Or Proposals Made InResponse

3.2.1 What if the HKISPA has any queries about a particular proposal?

If the HKISPA considers that any aspect of a proposal requires clarification from the tenderer, the HKISPA may request that the tenderer:
(a) supplement its proposal; or

(b) answer the HKISPA’s queries orally or in writing, or in any manner that the HKISPA deems fit.

3.2.2 What if a tenderer has any queries?

Any queries regarding this Invitation to Tender should be made by e-mail to exco@hkispa.org.hk.

Answers to all questions from any tenderer shall be copied to all other tenderers.

3.3 Evaluation Of Proposals

3.3.1 How does the HKISPA evaluate valid proposals that it receives?
There are two parts to the HKISPA’s evaluation process: evaluation of the Technical Part and evaluation of the Price Schedule (in that order). The Price Schedule will only be considered after the HKISPA has evaluated the Technical Part. The HKISPA will not make any selection based solely on price.

3.3.2 Evaluation of the Technical Part
The HKISPA will generally evaluate the technical aspects of each proposal according to the following criteria:
(a) Company background and related experience

- Past experience of the tenderer on similar nature and scale of project and business 30%
(b) Qualification / skill / experience of the personnel proposed to deploy to the Services 25%
(c) Implementation Plan feasibility - Detail transition Plan with task description, schedule and describe how the Contractor could ensure the services continuity and SLA are maintain during transition. Details of risk analysis and contingencies should be given in the transition plan. The management structure and control must also be provided to ensure a seamless and smooth transition. Merits will be given to transition arrangement without cost implication to HKISPA. 35%
(d) Feedback from References 10%
The above criteria are for reference only, which provide tenderers an indicative guideline of each item’s relative significance. HKISPA reserves the right to change the criteria and/or the relative percentage weighting of any item without further notifying the tenderers.
3.4 Notification Of Results And Rejection Of Proposals

The HKISPA will notify each tenderer by post and/or e-mail within 7 days of finalising its selection as to whether or not they have been selected by the HKISPA. The HKISPA retains the right to reject any or all tender(s) submitted.
3.5 Acceptance

No Tender (or part thereof) shall be taken to have been accepted unless and until execution of the Contract.
4 PAYMENT AND OTHER TERMS

4.1 Payment terms

The HKISPA prefers payment terms such that HKISPA will pay a fixed initial project fee covering the initial setup of the system, and subsequent monthly fee for ongoing support, maintenance and development during the contract period;
4.2 Termination of service

The successful tenderer shall use its best endeavors to perform the Contract with such due care and skill as is expected of a provider of similar services and products and of a comparable standing in the industry. If HKISPA concludes that the successful tenderer is in breach of the Contract or does not provide the level of service required by the HKISPA, the HKISPA shall have the right to terminate the contract by notice in writing to the tenderer. Such situation includes, but not limited to, the tenderer failing the key performance target for a continuous 3 months period.
Upon termination of service, tenderer shall transfer to HKISPA all information that were resulted from this common black list project, including but not limited to, customer databases, hardware and software, customer payment information, all forms of statistics and records and logs, the resultant blacklist database, etc. such that HKISPA could base on such information and hardware to rebuild the service with another operator. HKISPA shall have the Right of Use of the system. However, HKISPA does not demand transfer of rights such as intellectual property rights.
4.3 Sub-contracting of services

If a tenderer wishes to sub-contract any part (or all) of its obligations under its proposal, this must be clearly specified in the proposal. The tender must also clearly specify the entities and/or persons to whom the tenderer wishes to sub-contract, and the precise services or obligations intended by the tenderer to be subject to such sub-contracting(s). Sub-contracting of services will not normally be permitted. HKISPA reserves the right to either accept or reject the subcontracting of services.

4.4 The incorporation of proposals into Contract signed with the HKISPA
Any proposals and responses to the HKISPA’s inquiries submitted by the successful tenderer may form part of the Contract made between the HKISPA and such tenderer. Every representation by the successful tenderer (whether of fact or performance specifications, and whether set out in the proposal or otherwise) will be incorporated as warranties in any Contract between the HKISPA and such tenderer.
Therefore, any statement of fact or performance specifications that the tenderer does not wish to be treated as a warranty should be clearly stated.
ANNEX A - THE TECHNICAL PART

A. The Technical Part

The tenderer is free to include any information that it considers to be relevant to its proposal. However, as a minimum, this part should contain all of the

following:

Table of Contents

1.0 Executive Summary

This section should provide an executive summary of the proposed solution.

2.0 The Proposed Solutions and Service Plan

This section should describe the proposals in detail and explain how the proposals meet the conditions and requirements set out in Section 2, and describe any limitations and compatibility issues associated with the proposals.

3.0 Exceptions to the HKISPA’s Conditions and Requirements

If a tenderer wishes to propose alternatives to the HKISPA’s conditions and requirements, these alternatives should be specified here. The tenderer should explain:

(a) why the HKISPA’s conditions and requirements do not provide the HKISPA with the best solution in the circumstances; and

(b) the ways in which their alternatives are better.
However, we need to reiterate that this project is about Common Blacklist.
4.0 Vendor Profile

The tenderer should provide full details of its company profile. This should include the following matters:

(a) the company’s background, history and financial standings;
(b) its experience in similar projects;
(c) references for similar projects; and
(d) other relevant information.

5.0 Appendices

5.1 Project Team and Structure Names, qualifications and work experience of persons proposed to be assigned to implement the project and the team structure.

5.2 Other relevant information. The tenderer can include any other information that it considers to be relevant to its proposal.

ANNEX B - THE PRICE SCHEDULE

B. The Price Schedule

This part should contain all of the following:

1.0 Executive Summary

This part should provide a full summary of the project fees structure, and any payment arrangements.

2.0 Fees Schedule

2.1 Fees Schedule

All fees must be quoted in Hong Kong Dollars.

All fees should be properly itemized and explained and include all amounts payable by way of royalty, licence fee, software licence fee or otherwise for patent any copyright design or other intellectual property rights. The fee on hardware, software and consultancy services must be separately stated.

2.2 Payment Terms and Arrangements
Payment must correlate with major milestones/achievements or deliveries, in accordance with the HKISPA’s performance-based payment policy (see 4 PAYMENT AND OTHER TERMS above). 
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