T e A NG P
L’f BERIAR R e T WannaCry |

AR URL: https://www.hkcert.org/my _url/zh/blog/17051401

—i%4 Ry WannaCry (J5-F# WannaCrypt = Wanna Decryptor) ARSI ZZE (- IE R
FENERE TR - DB BRI M EZE NPT -

R (R TEIE A N 2 AR ZE R BRI DA IR ZE /YR - WannaCry /255 —
TRRETE S I B A 2= AR H I » TR B 2 A B H TR BB Rk 4 « (8 A RS F PR /O BR
HUB s e AR 1 2 IR S fRR B

= B

HKCERT #5|Ri 5= Hilcds - WA Hh[ERHE

1. B&RI P B REER I 22 1 MR d i 2 7 (o FH S ARES H 25 B T K
2. MM ERS 2 R I R ErE S -

EEREE 1 BNEREGE TR
HKCERT {2l = B e 2 O B & SRR ER 1 LA <2 20 % - FH P e Y S s
g 2K - (PSS s REe BEREEERY NAT BKGIETHRE LIRS M B -

EEREE 2 | IR EEEANAERFREERTHIER

BNEEEN A EEEEERE T VKIS » HAEREREE A ZIMNTHVEEIFR AR - &2 BB
HPERINELS > LB G TR RO AR (E IR 2 SRR P R RE R - R AR ORISR A =
LSRRI E 2 T Eof IR riE -

~

(EPANGEN S it €2

1. SERMR A E G T G - A RO E H R O e -

2. fERFE DIrEERnER T > (EHEMEFEEE USB T 345 ) SUNERERETH -
3. MR RIS IREFEE -

4. TR R ERTE R

BIRARE ERE PR REIRE XP - (g (Eikas 2003 KRE 8 RrilEMiE=):
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

FEFEHRE)

5. AR B A e R e AR =0 S W 2 B -


https://www.hkcert.org/my_url/zh/blog/17051401
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

A ZE BB PRI EEE

1. WERCREVDOESCEARE S - HI2ABIR SMB Ik (£iiy FZEREART TCP 139 #
445 Uil 1) o
2. fEAHE FOBAEGHIER T - HEEEEFHIVER - (FF USB T F45 , BYNERE
BEAHETT R - FD TR IR EREEFEEE -
3. B\ =% ERSEN T Windows Update » Z74E Microsoft Z24/\ 5 MS17-010 {#Z%
fEE= -
o SRR BT MR BEERE TR BT - IME TR ENEFRIFREMEE R 2 &
ERRFRL - A& IR HERER A\ = 484K -
HEssmiRl TEEs (TMEMHAE XP - RE[MRE 2003 KIRE 8 HAlEmMERN):
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-
attacks/
(BEZEE)
Jo Ry R ERSET - MR ENERE TR BT - AMNETHE BRI FRE i e R Z R
g AHIEE I EERE A = 5G4 -
4. IT EHESRLI T PEEA SMBVL:
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
5. DIMEEIIREREIR - WoREEER F 1T -
HoAth e it

HEITHER 0 (B2 A HMEEREE > firRIIAIREER) -

AT B (] ] S el S A Y AL A

HEPREENS A AR - BRI R TR & 0T ~ R A Bofni 5 & RHE RIS 3K
1 B B AR B K -

HE WannaCry BjZReR{E & fEEREE ?

EREIME 2R - I RNE I EEES T TIREE - SR PR R B R ERE -
7 B[R oAt ERAS S B ZE(EREs o StVERAVIEDE R RAPA4E4E SCHEs (network switch )
DU (R R HRRL -

RIFHEEK A ZARUEMES -

BAFIA RS -

AR R ST R AT RO RE > m] B8 https://wp.me/p5FsOe-4lu - EE 2R
(852) 2388 9600 HAf#R E % ARG &R -



https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
https://wp.me/p5FsOe-4lu

B OR 2 E L 0
agiil-: https://www.hkcert.org
EEHS: hkcert@hkcert.org
Zhas: (852) 8105 6060



https://www.hkcert.org/
mailto:hkcert@hkcert.org

Beware of WannaCry Ransomware Spreading

An new ransomware variant called WannaCry (also known as WannaCrypt, Wanna Decryptor) was
spreading and impacted many important public services overseas by encrypting the important files
for ransom.

Ransomware is a type of malware which will encrypt victim's files and request a ransom in order to
recover the files. The latest new 'WannaCry' variant is the first ransomware which can spread
throughout home or office network and infect much more devices. Individual and enterprise users are
advised to take extra precautions to prevent its infection and the data loss.

High Risk Areas

HKCERT received two incident reports. They share two commonalities:
1. Both users connected their computers directly to the Internet, without using a broadband router
nor a firewall
2. Their computers were not applied the latest security update.

High Risk Area 1: Computers connecting directly to the Internet

HKCERT warned the users that direct connection to the Internet can expose the computer to attacks.
They should have a broadband router or a firewall. A low-end broadband router can provide a simple
NAT firewall function to block incoming attack.

High Risk Area 2: Unpatched Computers in the Office Network

Even if you have a firewall at the office network, you can only protect your network from scanning and
exploit from the external. If an infected computer connected to your network, it will scan and attack
other internal computers which have not been patched. So you must ensure computers connecting
to the office network have applied the latest security update.

Preventive measures for individual users

1. Set up a broadband router for connecting your devices to the Internet. Prevent your devices
from connecting to the Internet directly.

2. Perform backup on another storage device such as USB thumb drive, external hard disk, when
not connected to the Internet.
Remove your storage device right after backup.

3. Apply latest Windows security update.



Direct links for downloading patch for individual Windows versions are provided (exceptional
Windows XP, Windows Server 2003 and Windows 8 patch also released):
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
scroll down to the bottom)

4. Ensure that anti-virus or Internet security application is installed, and have its signature

updated.

Preventive measure for office network users

1.

Ensure that there is a firewall or broadband router in place, and SMB service is not open (close
TCP ports 139 and 445 technically).

Perform backup on another storage device such as USB thumb drive, external hard disk, when
not connected to the Internet.

Remove your storage device right after backup.

Run Windows Update for computers in the office network, and install Microsoft Security
Bulletin MS17-010 security patch.

Direct links for downloading patch for individual Windows versions are provided (exceptional
Windows XP, Windows Server 2003 and Windows 8 patch also released):
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
(scroll down to the bottom)

Apply the above for desktop computers first, then corporate laptop computers one by one.
If you cannot verify whether an outsider laptop computer is free from malware, do not
allow it to connect to the office network.

4. When all done, connect corporate laptop computers one by one and apply Windows security

update.

IT administrator proceed to disable SMBv1 for computers using the following steps:
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

If you cannot verify whether an outsider laptop computer is free from malware, do not allow it
to connect to the office network.

Other preventive measures

Perform offline backup (i.e. backup in another storage device, disconnect it after backup).
Do not open links and attachment in any suspicious emails.

Ensure that your computer have baseline protection, i.e. enable and run Windows Update,
install anti-virus application with signature updated, enable Windows Firewall.
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What if my computer is infected with WannaCry ransomware?

Once infected, isolate the infected computer immediately from the network, and disconnect
from external storage.

Also isolate other computers and file servers from the network immediately. The quickest way
is to turn off the network switch.

Do not open any file before removing the malware.

We do not recommend paying the ransom.

If you have technical questions on Microsoft patch, you can refer to this URL:
https://wp.me/p5FsOe-4lu , or call their customer hotline (852) 2388 9600.
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