Security Survey

You are invited to participate this security survey, which will greatly help us to understand the adoption, challenges & trends of information security of SMEs in Hong Kong.  All of the information of this survey will be used for research purpose & kept confidential.   You will be entitled to receive a full copy of this survey report by early January 2002.

Please fax back to (852) 2960 1830 / 2186 7537


Enquiries: Ms Grace Wu (852) 2186 8729

General Information

Company: 


First Name: 
 Last Name : 


Position: 


Address: 



Tel: 
 Fax: 
 Email: 

Industry Nature: ______________________________ Company size :
__________
1. Security technologies are used by your company. (can choose more than one)

Last year (2000)

(
Anti Virus

(
Access Control

(
Firewall

(
Password/Log-in

(
Encryption

· Smart card

· Authentication

· Intrusion Detection

· Business continuity plan
· PKI/ Digital cert

· VPN

· Wireless Security

· Content filters

· Network sniffers

(
Others, please Specify_________ 
Currently using (2001)

(
Anti Virus

(
Access Control

(
Firewall

(
Password/Log-in

(
Encryption

· Smart card

· Authentication

· Intrusion Detection

· Business continuity plan
· PKI/ Digital cert

· VPN

· Wireless Security

· Content filters

· Network sniffers

(
Others, please Specify ____________

2. What is/are the purpose(s) to employ security technologies? (can choose more than one)

(
Virus protection
(  Content filtering   ( Intrusion Prevention   (  e-commerce      

(
Asset control 
(  Others, please specify_____________________________________________ 

3. What is/are the approach(es) of managing security issues? (can choose more than one)

(
Outsource to IT consulting company

(
In-house written software

(
Shareware or freeware software

(
Software purchased from vendors

· Others, please specify ______

4. What is the budget on security solutions?

2000
2001
2002

· HK$10,000 or less

· HK$10,001 – HK$50,000

· HK$50,001 – HK$100,000

· HK$100,001 – HK$150,000

· HK$150,001 – HK$200,000

· HK$200,001 or above
· HK$10,00 or less

· HK$10,001 – HK$50,000

· HK$50,001 – HK$100,000

· HK$100,001 – HK$150,000

· HK$150,001 – HK$200,000

· HK$200,001 or above
· HK$10,00 or less

· HK$10,001 – HK$50,000

· HK$50,001 – HK$100,000

· HK$100,001 – HK$150,000

· HK$150,001 – HK$200,000

· HK$200,001 or above

5. Has your company suffered from security breach in the past year?

· Yes, please go to Question 6

· No, please go to Question 12

6. Which of the following areas of your company that have suffered from security breach in the past year?

(
Virus/Trojans/worms

(
Sabotage

(
Unauthorized access


· Denial of service  

( 
Others ________________________

7. How many security breaches were encountered in your company last year?

· 5 or below

· 6 – 10

· 11 – 15

· 6 or above

8. Which of the following actions did you take after the security breach?

(
Increase security officer(s) 
(   Employ more security technologies  (  Report to police

· Redefine security policy

(   No specific action  ( Others ________________________

9. Did you ask for assistance from the following organization to deal with the security breach encountered?

(
Government   ( Security related bodies, pls specify______________________________

(
Professional associations, pls specify ___________________________________________

10. What was the estimated total loss due to security breach in your company in the last year?

· HK$200,000 or less
     (  HK$200,001 – HK$400,000  ( HK$400,001 – HK$600,000 

· HK$600,001 – HK$800,000   ( HK$800,001 or above

11. How much was spent on repairing & recovering from security breach in the last year?

· HK$100,000 or less
     (  HK$100,001 – HK$200,000  ( HK$200,001 – HK$300,000

· HK$300,001 – HK$400,000   (  HK$400,001 or above

12. Is there any security policy adopted in your company?

· Yes  



(  No 

13. Please state the importance of security to your company?

(
Extremely important   
(
Important   (
Somewhat Important   (
Not important

14. Which of the following is / are the greatest obstacle(s) to addressing security concerns in your company? (can choose more than one)

· Human resources   
(  Budget    ( Employee awareness    (  Management support

· Technical challenges 
(  Others, please specify______________________________
15. Please rank the following factors with the most importance on your company when selecting security product(s) / service (s)? (1 – the most important  6 – the least important)

(  Price range


(  Advertisement 
(  Self-evaluation  

(  Referral 

(  Product performance

(  Professional body’s recommendation

( The End (
Thank you for your time!
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