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ARTICLE I

Coordination: HKIPSA and HKPC, through its Hong Kong Computer Emergency Response Team Coordination Centre (“HKCERT”), will assist each other in coordinating the initiatives stated in this MOU within their own constituencies. HKISPA will coordinate the community of her members and HKCERT will coordinate with other local parties and alliance CERT teams of other economic entities.

ARTICLE II

Information Dissemination: HKISPA and HKCERT will collaborate to effect the dissemination of information on the latest information security risks. HKISPA will promote her members to subscribe to the HKCERT security alert dissemination channel while HKCERT will update the channel with updated alert information.

ARTICLE III

Attack Statistics Information Sharing: HKISPA and HKCERT will collaborate to effect the sharing of early attack information. HKISPA will encourage her members to provide HKCERT with first hand attack statistics and HKCERT will consolidate the statistics with other channels to provide an overall view of Hong Kong without disclosing individual provider’s information.

ARTICLE IV

Stopping spread of massive attacks: HKIPSA and HKCERT will collaborate to effect the coordination in the ISP community in stopping the spread of massive security attack. HKISPA will encourage her members to communicate with HKCERT in acute security attack scenarios and cooperate with HKCERT to stop the attacks from spreading across the Internet.

ARTICLE V
Promotion of Security Awareness: HKISPA and HKCERT will promote information security awareness by mutual assistance in conducting meetings, seminars, or conferences to further the goals of this MOU.
ARTICLE VI
Protection of Information: The Parties agree to use all reasonable efforts to protect any internal or proprietary documents received from the other Party and hereunder described as confidential or proprietary.

ARTICLE VII

Non-binding Agreement and Limitation of Liability:  The Parties hereby acknowledge and agree that this MOU is non-binding and does not create any obligations under law.  The Parties agree that any modifications or amendments to this MOU shall be done in writing, signed by both Parties. Neither Party shall be liable to the other Party for any indirect, incidental, special, punitive or consequential loss or damages arising out of this MOU or from any breach of any of the terms and conditions of this MOU, and whether under contract, tort or otherwise.    The maximum aggregated liability of both parties under or in respect of this MOU will be limited to One Hong Kong Dollar (HK$1.00)
ARTICLE VIII
Effective Date: This MOU shall become effective on the date of its signing until written notice is given by either Party, after which the MOU shall terminate 30 days from the date of said notice, unless otherwise agreed.

Points of Contact.  To support the purposes and activities of this MOU, both parties agree to name a point of contact.  The following personnel will be assigned as points of contact as at June 3, 2003.  

HKPC : Mr. K. T. Yung, Project Director, Hong Kong Computer Emergency Response Team Coordination Centre, HKPC.

HKISPA : Mr. York Mok, Chairman, Hong Kong Internet Service Providers Association Limited.

IN WITNESS WHEREOF, this MOU has been duly executed in Hong Kong as of the date first above written.  
For and on behalf of the HKISPA  

For and on behalf of the HKPC
___________________________________            ______________________________

Mr. York Mok





Dr. W.C. Keung
Chairman





Executive Director (Acting)
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HKPC
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